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1 Summary 
This guide explains how projects, user roles and access permissions are managed in 
Environment Online.  

It outlines the responsibilities and permissions of Service Administrators, Service Users and 
Email Users, and provides instructions for creating and managing projects, assigning project 
access, and maintaining appropriate security and visibility controls across an organisation. 

2 User roles and responsibilities 

2.1 Service Administrator 

A Service Administrator must be approved by an entity. Once approved, they: 

• will be responsible for managing all subsequent authorisations for others to represent 
the entity in Environment Online (including inviting staff, consultants or other external 
persons) 

• can manage access permissions for the entity by:   
o using WARAM to add (and remove) other persons to be Service Administrators to 

act on the entity's behalf, with all the same permissions and authority as the 
original approved Service Administrator, including the ability to appoint further 
Service Administrators 

o using either WARAM or the Environment Online internal authorisations function 
to add (and remove) Service Users to act on the entity's behalf for specific 
projects to which they are assigned, with all the permissions set out below for 
Service Users.    

• will be responsible for managing projects and project access 
o can create, edit and delete projects 
o can reassign submissions from one project to another 
o can assign Service Users to projects  

• can update selected fields including entity details and invoice addresses for the entity 
• can accept applications on behalf of the entity that have been provided by users who are 

not authorised to represent the entity 
• can act as a Service User in Environment Online on the entity's behalf, with all the 

permissions of a Service User.  

2.2 Service User 

An authorised Service User can: 

• create, view, edit and submit information (including proposals, applications, confidential 
attachments, declarations and consents) for projects that they have authorisation for  

• receive, accept and send notices and other information on the entity's behalf for projects 
that they have authorisation for 

• create, view and update the profile of that Service User 
• request project access from their Service Administrator 
• request a new project creation from their Service Administrator 
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2.3 Email User 

An Email User is someone who uses the Your Email login method. They can act on behalf of 
themselves or on behalf of another Email User.  

They: 

• will be responsible for managing all subsequent authorisations for others to represent 
their individual entity in Environment Online (including inviting staff, consultants or other 
external persons);  

• can manage access permissions for their individual entity by:   
o using the Environment Online internal authorisations function to add and 

remove Email Users to act on their individual entity's behalf for specific projects 
as though they are the original Email User.     

• will be responsible for managing projects and project access 
o can create, edit and delete projects 
o can reassign submissions from one project to another 
o can assign Email Users to projects  

• can update selected fields including entity details and invoice addresses for the entity 
• can accept applications on behalf of the original Email User’s individual entity that have 

been provided by users who are not authorised to represent the entity 

3 Understanding projects in Environment Online 

3.1 What is a project? 

A project serves as a container that allows you to group your related submissions. 

When dealing with multiple regulatory areas, it enables: 

• tailored structuring of information 
• managed access control. 

3.2 What is a default project? 

A default project is automatically created for each entity (organisation or individual) in 
Environment Online. 

All authorised users for the entity can assign their submissions to the default project, which 
means they can view all submissions assigned to the default project. 

The default project should only be used as a temporary container. Submissions should be 
reassigned to the correct project by the Service Administrator. If using the default project, ensure 
your application description includes enough detail so that it can be reassigned to the 
appropriate project by the Service Administrator, as required. 
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4 Managing projects 
Only Service Administrators can manage projects. They can create, edit, delete or reassign 
projects on behalf of an entity. 

4.1 Create a new project 

A Service Administrator will need to enter a: 

• Project title 
• Project description 
• Project discoverability (will default to ‘yes’). 

 Non-discoverable projects (sensitive or confidential) 

For sensitive or confidential projects, leave the check box unticked . 

All Service Administrators can view and associate their submissions to sensitive or confidential 
projects.  

Only Service Users who have been granted access from their Service Administrator can view and 
associate their submissions to sensitive or confidential projects. 

 Discoverable projects 

For discoverable projects, the check box is ticked . 

All authorised users for the party can view the title and description of discoverable projects. 

Only Service Users who have been granted access from their Service Administrator can view and 
associate their submissions to discoverable projects. 

4.2 Edit a project 

Only a Service Administrator can edit the title, description and discoverability of a project. 
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4.3 Delete a project 

Only a Service Administrator can delete a project. A project needs to be empty before it can be 
deleted (i.e. has no other related records linked to it). If you wish to delete a project that is not 
empty, you will first have to delete any draft records linked to the project or reassign any 
submitted records linked to the project. 

 

4.4 Reassign to another project 

Only a Service Administrator can reassign a submission from one project to another project. The 
submissions that can be moved are: 

• applications 
• compliance reports 
• planning advice requests. 

When reassigning a submission to another project, all the related records for that submission 
will be moved to the new project. For example: 

• proposal related to the application 
• other related applications/records linked to the same proposal 
• other related records linked to the applications. 
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5 Manage access permissions 
Only a Service Administrator can manage the access permissions for their entity.  

5.1 Add or remove users via WARAM 

A Service Administrator can add other persons as Service Administrators to act on the entity's 
behalf, with all the same permissions and authority as the original approved Service 
Administrator, including the ability to appoint further Service Administrators. 

A Service Administrator can add other persons as Service Users to act on the entity's behalf for 
specific projects to which they are assigned, with all the permissions for Service Users.    

A Service Administrator can remove other persons to prevent them from accessing Environment 
Online. 

5.2 Add or remove users via Microsoft Work Account 

A Service Administrator can contact the IT Administrator / MS Entra Administrator to add other 
persons as Service Administrators to act on the entity's behalf.  

A Service Administrator can contact the IT Administrator / MS Entra Administrator to add other 
persons as Service Users to act on the entity's behalf for specific projects to which they are 
assigned, with all the permissions for Service Users.    

A Service Administrator can contact the IT Administrator / MS Entra Administrator to remove 
other persons and prevent them from accessing Environment Online. 
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5.3 Add a Service User using Environment Online 

A Service Administrator can add Service Users using the Environment Online internal 
authorisations function. 

From your My environment dashboard: 

1. Select Access management from your profile drop down menu. 
2. Click the Users tab. 
3. Click + Invite user. 
4. Enter the user’s email address. 
5. Click Send invite. 

The user will be added to the Invite user table. If they accept the invite, they will be moved to 
the Users table. 

 

5.4 View invited Service Users 

On the Users tab you can view a table of ‘Pending’ or ‘Declined’ users who have been invited as 
authorised Service Users. 

5.5 Remove a Service User using Environment Online 

A Service Administrator can remove users using the Environment Online internal authorisations 
function. 

From your My environment dashboard: 
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1. Select Access management from your profile drop down menu. 
2. Click the Users tab. 
3. Navigate to the relevant user and click Manage access. 
4. Click Disconnect user. 

Note:  Disconnecting a user who has been authorised by the WARAM or Microsoft Work Account 
will disconnect the user until their next login, as their authorisation is from an external source.  
They will need to be removed from the source first before disconnecting them from internal 
authorisations.   

 

 

6 Manage projects 
A Service Administrator manages all aspects of a project for their entity including project details 
and project access permissions. This is done to:  

• minimise duplication of the same project being created  
• ensure relevant project details are kept current 
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• restrict visibility to only the appropriate Service Users. 

6.1 Manage project access 

A Service Administrator can assign projects to a Service User, or a Service User can request 
access to a project. 

 Service User sends a request to their Service Administrators 

As a Service User, from your My environment dashboard: 

1. Select the Projects tab. 
2. Click the All projects tab. 

A list of all discoverable projects will be displayed. 

 

 Service User sends a request to access another project 

From the All projects tab: 

1. Navigate to the required project. 
2. Click Request access. 
3. Click Send request to confirm request. 
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 Service User sends a request to create a new project 

From the All projects tab: 

1. Click Request a new project. 
2. Enter a project title and description. 
3. Click Send request to confirm. 

 

 Service User can view their requests 

From your My environment dashboard: 

1. Select My requests from your profile drop down menu. 
2. Click the View request to see more details. 

    

 



 
OFFICIAL 

 Service Administrator accepts or declines the request from the Service User 

From your My environment dashboard: 

1. Select Access management from your profile drop down menu. 
2. Click the Projects tab 
3. View the table Project access requests showing users who have sent a request 
4. Navigate to the required user and click View request 
5. Click Decline or Accept 
6. View confirmation then click Return to project access 

Note: The red circle with a white exclamation mark ( ) indicates that there are outstanding 
requests that need responding to.  

 

6.2 Manage projects 

From your My environment dashboard: 

1. Select Access management from your profile drop down menu. 
2. Click the Projects tab. 
3. View the Projects table showing the list of projects for the entity. 
4. Navigate to the relevant project.  
5. Click Manage project. 
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 Project details 

Click Project details tab to update the project title, description and visibility.  

If Visible to your organisation is selected  then all people in the organisation 
can see the project title and can request access. 

If Visible to your organisation is left blank  then only Service Administrators 
and users added to this project will be able to view it. 

Save your changes. 

 

 Requests 

Click Requests tab to view any pending requests for this project.  

Click View request. You can Decline or Accept the request. 
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Note: The red circle with a white exclamation mark ( ) indicates that there are outstanding 
requests that need responding to.  

 

 

 Users 

Click Users tab to view the current users of the project and Remove the user if required. 
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 Add users 

Click Add users tab to add a new user to the project. 
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