Environment Online
Set up an organisation in
Environment Online using a Microsoft

Work Account

1 May 2026

ENVIRONMENT

Government of Western Australia
Department of Water and Environmental Regulation



Summary

The Microsoft Work Account login solution enables users from organisations to log in using their
organisation’s Azure Active Directory (Entra ID) credentials, with a role assigned by their organisation. It
will allow the Department of Water and Environmental Regulation’s (DWER) Environment Online to
identify the organisation they represent and their role.

This guide is for an organisation’s IT administrator (Global Administrator or Privileged Role
Administrator) to perform the initial setup to grant tenant-wide admin consent to the Environment
Online Application.

After setup is complete, users can log in with guidance from the - Log in - Representing an entity using
Microsoft Work Account .

See page 9 for a Solution overview infographic.

Prerequisites

e Microsoft Entra ID P1
e Global Admin or Privileged Role Administrator
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Steps to set up Entra ID tenant for Environment Online

Complete the following process within your Entra ID tenant to configure Environment Online
components.

1. Visit Environment Online.
2. Select the Login button.
3. Select the Login with your Microsoft Work Account button.

gnmlelronment Home Interactive map Get involved Go

New login method available X

Microsoft Work Account uses your organisation’s Microsoft accounts to authorise Environment Online access. Learn more about Microsoft Work Account.

Choose your login method S
L]
Login

Log in to start managing and tracking your
environmental regulatory activities.

| am representing myself

tivities. Use y Dig

ty credentials (such as

wvironment Online.

New to Environment Online?

Learn how to set up an account with us

Get started guide -

Log in with Digital I¢ 3 Login with your Microsoft Work Account

4. Enter your Microsoft Work Account email.
5. Select Next.

B® Microsoft
Sign in

4 admin@M365x27574950.onmicrosoft.com

No account? Create one!
- a

Can't access your account?

Q Sign-in options
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https://environmentonline.dwer.wa.gov.au/article/?code=KA-01030

Note: You will be forwarded to your company login page outside Environment Online.

6. Enter your Microsoft Work Account password.
7. Select Sign in.

CONTOSO

« admin@m365x27574950.onmicrosoft.com

Enter password

Contoso

8. On the Permissions requested pop-up, take note of the following:

a.
b.
C.

This application is not published by Microsoft or your organisation.

The application would like to sign in and read your profile.

The application provides consent to act on behalf of your organisation; select to add
consent.

The acceptance criteria include the terms of use and privacy statements.

Note: Ensure you have read the terms of use and the privacy statement before selecting Accept.
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9. Select Accept.

=l Microsoft

admin@m365x27574950.onmicrosoft.com

Permissions requested

DWER - Environment Online
unverified

This application is not published by Microsoft or
your organization.
This app would like to

Sign you in and read your profile
Consent on behalf of your organization

Accepting these permissions means that you allow this app to

use your data as specified in their terms of service and

privacy statement. You can change these permissions at
//myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

10. The following error will appear, indicating that the required groups with assigned users have not
been created.

N ) gnyi ronment

Your account is not registered for the environment online

portal. Please contact an administrator

Error message.

Request body requires Rolelds

Request id.

3a3258b4-ae81-4baf-8di5-dd063d411b74

Correlation Id

c2dlead6-aBeb-4ald-aab9-f761ae383361
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11. Close your current browser, log in to your organisation's Microsoft Entra admin centre, select
Applications, then select Enterprise applications. The DWER - Environment Online application
will appear in the list.

Microsoft Entra admin center 5 Search resources, sevices, and docs (G+/)
Home > Enterprise applications
A Home ) o _
Enterprise applications | All applications
toso - Microsoft Entra ID for workforce
% Favorites v
- New appiication () Refresh & Download (Export) = @ Preview info Columns  [E5] Preview features 27 Got feedback?
Overview
® identity A
© Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
Ow W
) G X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
R Users v
Manage Search by application name or object IC Application type == Enterprise Applications Application ID starts with X *5 Add filters
' Groups e B Al applications 14 applications found
* i * 2 v if 3
B oevices ~ B pihvota bvick onigciots Name L ObjectiD Application 1D Homepage URL Created on L Certificate Expir Active Certificat. Identifi
D User settings MOD Demo Platform UnifiedApiConsume: 004013ca-738e-42¢9... aff75787-e598-43f9- 11/10/2023 #ff7578
3 Applications A
BR App launchers 14-49¢ hitps: 10/1/2024 - 262da9!
terprise application:
I EEMpAS erhctany ) Custom authentication extensions 248d564-b087-48e..  b6aga780-ada1-495, 12/10/2023 - api//b6
(Preview)
App registrations 32b216¢6-50a9-4bcc...  24bclecd-9b62-442 11/10/2023 24bclec
Security
8 Protection v 330be96f-52ff-4693-.. beda6476-dBc1-496... https://dwer-dev-eo... 24/1/2024 beda64
% Conditional Access 55afdb1a-5eda-4fb9. 9¢3809¢4-7c3c-415¢ 11/10/2023 api//9%¢
(@) identity governance v
© Consent and permissions @ sowserstack 72beesfs-528d-4cTc... e658586d-9616-4814... https://login browser... 11/10/2023 658581
B External Identities v
Activity u Box 8202ab17-664f-4€68... e140e25a-87d6-4ba... https//ssoservicesb... 11/10/2023 e140e2
Wl Usage & insights - CDX MS Cloud App Security Demo 9e23a2e1-dddc-447. 64a79¢37-6e1a-defd. 12/10/2023 64a79c:
& Protection W
E Audit logs & salesforce a08e7ad5-75a7-4b6.. 738a1bbf-2035-4bc3... https//* mysalesfor.. 11/10/2023 738a1bl
.
Access reviews B Microsoft Cloud App Security (internal) b6026fcf-044b-4604... 25a6a87d-1e19-4c7...  https//portal.clouda... 12/10/2023 https//1
B Verified ID v @ Admin consent requests n dxprovisioning-graphapi-client db2e7cfa-2377-4122... B8aSfeff-3213-408f. 11/10/2023 api//88
& _Bulk operation results

12. Set up Entra ID Groups for Environment Online application roles, following your organisation
policies and governance.

Note: DWER requires there to be two Entra Security Groups. One for Service Users and one for Service
Administrators. Please assign these two groups to the DWER - Environment Online Application in Your
Active Directory.

13. Once the Service User and Service Admin groups have been created, keep note of the Object IDs,
as these will need to be provided to DWER.

Microsoft Entra admin center P Search resources, services, and docs (G+/) -

Home > DWER - Environment Online - Dev | Users and groups
f Home .
" EO Service Users =
) e
% Favorites NA
* [i] Delete 2 Got feedback?
O Overview
® Identity A o
X Diagnose and solve problems EO Service Users
@ Ooverview ES
Manage Users for Environment Online
R users v =
I! Properties
|”* Groups N 2 Members Membership type Assigned D |
o Devices W - Ownens Source Cloud b
& Roles and administrators
R Applications ~ Type Security |
& Administrative units
Enterprise applications Object Id 059f72ae-df2b-4bed-821d-982bfSf05fb1
Group membership
App registrations B Applications Created at 20/11/2023, 10:36:10 am D
& Protection v 4 Licenses
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14. From the Overview section of your organisation's Entra admin centre, select the Overview tab,

locate your Tenant ID, and note this ID, as it also needs to be provided to DWER.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > DWER - Environment Online - Dev | Users and groups > EO Service Admin
A Home
Contoso
% Favorites v
Add } Manage tenants [ What's new B Preview features A7 Got feedback?
® Identity ~
W Azure Active Directory is now Microsoft Entra ID. Leam more &
Over
[O ovenvew Overview  Monitoring  Properties  Recommendations  Tutorials
R Users v
earch enan!
/  Groups v
Basic information
& Devices v
R Applications ~ Name Contoso Users
Tenant ID Groups
Enterprise applications
Primary domain M365x27" 50.0nmicrosoft.com Applications
App registrations
License Microsoft Entra ID P2 Devices
e] Protection e

15. From the Properties tab, within Enterprise applications, DWER recommends that the
Assignment required? option is set to Yes, with the Visible to users? option set to No.

Microsoft Entra admin center A Search resources, services, and docs (G+/)

- Home > DWER - Environment Online - Dev | Users and groups > EO Service Admin > Contoso > Groups | All groups > EO Service Admin | Members
Home
!|! DWER - Environment Online - Dev | Properties
i Enterprise Application
* Favorites v
&) save X Discard [i] Delete A7 Got feedback?
. i@ Overview
© Identity A View and manage application settings for your organization. Editing properties like display information, user sign-in
[ peployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
@ Overview Administrator roles. Learn more
X Diagnose and solve problems
Some of the displayed properties that are not editable are managed on the application registration in the application’s
R Users ~ Manage home tenant
All groups & Owners Name (

&. Roles and administrators

Deleted groups Homepage URL https.//dwer-dev-eo.powerappsportals.com

Enterprise applications | Al

2 Users and groups

Group settings Logo
D Ssingle sign-on
B Devices W Provisioning
B Applications A C  self-service
Application ID bedab476-dBc1-4967-936d-Ba79cBdf8212
I Enterprise applications
pa— Object ID 333be6f-521f-4693-8593-C73eaB5¢9954

App registrations

% Conditional Access

Assignment required? ()

8  Protection b4
Permissions Visible to users?
83 identity governance 7 © Token encryption
Notes (
BB Exteral Identities b Activity

16. You may now complete and submit the
both Group IDs on the form.
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. You must provide the Tenant ID and


https://environmentonline.dwer.wa.gov.au/article/?code=KA-00011

Next steps

When the Authorisation form has been submitted, DWER will create your entity in Environment Online or
update your entity profile if it exists.

You will be contacted by DWER once your submission has been completed or if there are any issues with
the request.

You can then start adding Service Administrators and Service Users to their respective groups.

For further information, Submit an online enquiry via the Environment Online. Use the Enquire
Online button anytime. We will respond during office hours.

Or call us on 1800 161 176, between 8.30am - 5pm Monday to Friday, or leave a message after hours.
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https://environmentonline.dwer.wa.gov.au/enquiry/
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